OFFI CE OF THE CH EF OF PCLI CE

SPECI AL ORDER NO. 11 March 5, 2008

SUBJECT: REPORTI NG | NCI DENTS POTENTI ALLY RELATED TO FOREI GN OR
DOVESTI C TERRCRI SM

PURPOSE: Current anti-terrorism phil osophy enbraces the concept
that Anerica s 800,000 | aw enforcenment officers fill a
critical position in the area of terrorismprevention. Law
enforcenment authorities nust carry out their counter-terrorism
responsibilities within the broader context of their core
m ssi on of providing energency and non-energency services in
order to prevent crime, violence and disorder. In support of
this, the Departnment’s Counter-Terrorismand Crimna
Intelligence Bureau (CTCIB) is engaging in an effort to nore
t hor oughl y gat her, analyze and di ssem nate information and
observations, of either a crimnal or suspicious nature, which
may prove critical to the intelligence cycle.

This Order establishes Departnment policy for investigating and
reporting crinmes and non-crimnal incidents that represent

i ndi cators of potential foreign or donestic terrorism and

i ncorporates within the Departnent Manual a procedure for

gat hering and nmaintaining informati on contained in such reports.

PCLI CY: It is the policy of the Los Angel es Police Departnent
to make every effort to accurately and appropriately
gather, record and anal yze information, of a crimnal or non-
crimnal nature, that could indicate activity or intentions
related to either foreign or donestic terrorism These efforts
shall be carried out in a manner that protects the information
privacy and |l egal rights of Anmericans, and therefore such
information shall be recorded and nmaintained in strict
conpliance with existing federal, state and Depart nent
gui delines regarding Crimnal Intelligence Systens (28 Code of
Federal Regul ations (CFR), Part 23 and applicable California
State Cuidelines).

PROCEDURE
. DEFI NI TI ONS.

A Suspi ci ous Activity Report. A Suspicious Activity
Report (SAR) is a report used to docunent any
reported or observed activity, or any crimnal act
or attenpted crimnal act, which an officer believes
may reveal a nexus to foreign or donmestic terrorism
The information reported in a SAR may be the result



SPECI AL ORDER NO. 11 - 2 - March 5, 2008

of observations or investigations by police
officers, or may be reported to them by private
parties.

I nci dents which shall be reported on a SAR are as
fol |l ows:

*

Engages in suspected pre-operational surveillance
(uses binocul ars or caneras, takes neasurenents,
draws di agrans, etc.)

Appears to engage in counter-surveillance efforts
(doubl es back, changes appearance, evasive
driving, etc.);

Engages security personnel in questions focusing
on sensitive subjects (security information,
hours of operation, shift changes, what security
caneras film etc.);

Takes neasurenments (counts footsteps, neasures
bui | di ng entrances or perineters, distances

bet ween security | ocations, distances between
canmeras, etc.);

Takes pictures or video footage (with no apparent
esthetic value, i.e. canera angles, security

equi pnent, security personnel, traffic |ights,
bui | di ng entrances, etc.);

Draws di agrans or takes notes (building plans,

| ocation of security canmeras or security
personnel, security shift changes, notes of weak
security points, etc.);

Abandons suspi ci ous package or item (suitcase,
backpack, bag, box, package, etc.);

Abandons vehicle (in a secured or restricted

| ocation i.e. the front of a governnent buil ding,
ai rport, sports venue, etc.);

Attenpts to enter secured or sensitive prem ses
or area W thout authorization (i.e. “official
personnel ,” cl osed off areas of airport, harbor,
secured areas at significant events such as
appear ances by politicians, etc);

Engages in test of existing security measures
(i.e. “dry run”, security breach of perineter
fencing, security doors, etc., creating false
alarnms in order to observe reactions, etc.);
Attenpts to snuggl e contraband through access
control point (airport screening centers,
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security entrance points at courts of law, sports
ganes, entertai nnent venues, etc.);

Makes or attenpts to make suspi ci ous purchases,
such as | arge anounts of otherw se | ega

materials (i.e. pool chemcals, fuel, fertilizer,
potential explosive device conponents, etc);
Attenpts to acquire sensitive or restricted itens
or information (plans, schedul es, passwords,

etc);

Attenpts to acquire illegal or illicit explosives
or precursor agents;

Attenpts to acquire illegal or illicit chem ca
agent (nerve agent, blood agent, blister agent,
etc.);

Attenpts to acquire illegal or illicit biologica
agent (anthrax, ricen, Eboli, small pox, etc.);
Attenpts to acquire illegal or illicit

radi ol ogi cal material (uranium plutonium
hospital x-ray discards, etc.);

I n possession, or utilizes, explosives (for
illegal purposes);

I n possession, or utilizes, chem cal agent (for
illegal purposes, i.e. dry ice bonb, chlorine,
phosgene, WWD attack, etc);

I n possession, or utilizes, biological agent (for
illegal purposes, i.e. terrorist device, WWD or a
tool of terrorism etc.);

I n possession, or utilizes, radiological materi al
(for illegal purposes, i.e. as a weapon, etc.);
Acquires or attenpts to acquire unifornms w thout
a legitimte cause (Service personnel, governnent
uni forms, etc);

Acquires or attenpts to acquire official or

of ficial-appearing vehicle without a legitimte
cause (i.e. energency or governnent vehicle,
etc.);

Pursues specific training or education which

i ndi cate suspicious notives (flight training,
weapons training, etc);

St ockpi | es unexpl ai ned | arge anmounts of currency;
I n possession of nultiple passports,
identifications or travel docunents issued to the
sane person

Espouses extrem st views (verbalizes support of
terrorism incites or recruits others to engage
in terrorist activity, etc.);
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Brags about affiliation or nmenbership with
extrem st organi zation (“white power”, mlitias,
KKK, etc.);

Engages in suspected coded conversations or
transm ssions (i.e. email, radio, telephone,
etc., i.e. information found during a private
busi ness audit is reported to police);

Di spl ays overt support of known terrorist
networ ks (posters of terrorist |eaders, etc.);
Utilizes, or is in possession of, hoax/facsimle
expl osi ve devi ce;

Utilizes, or is in possession of, hoax/facsimle
di spersal devi ce;

I n possession of, or solicits, sensitive event
schedul es (i.e. Staples Center, Convention
Center);

I n possession of, or solicits, VIP Appearance or
Travel Schedul es;

I n possession of, or solicits, security

schedul es;

I n possession of, or solicits, blueprints to
sensitive | ocations;

I n possession of, or solicits, evacuation plans;
I n possession of, or solicits, security plans;

I n possession of, or solicits, weapons or
amuni ti on;

I n possession of, or solicits, other sensitive
material s (passwords, access codes, secret
government information, etc.); and,

I n possession of coded or ciphered literature or
correspondence.

B. | nvol ved Party (IP). An involved party (IP) is an
i ndi vi dual that has been observed engaging in
suspicious activity of this nature, when no
definitive crimnal activity can be identified, thus
precluding their identification as a suspect.
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1. REPORTI NG AND | NVESTI GATI NG

A

Enpl oyees — Responsibilities. Any Depart nment
enpl oyee receiving any information regarding
suspicious activity of this nature shall

*

| nvesti gate and take appropriate action, to
i nclude any tactical response or notifications
to specialized entities.

Note: This section does not preclude, in any
way, an enpl oyee taking i medi ate action during
the conm ssion of a crimnal act, or in

ci rcunst ances which require the i medi ate def ense
of life, regardless of the nature or origin.

If the activity observed is not directly rel ated
to a reportable crine, officers shall record the
i nformation collected fromthe person reporting,
or their own observations, on an |Investigative
Report (IR), Form 03.01.00, titled “Suspicious
Activity” in accordance with the foll ow ng

gui del i nes:

* |f the person reporting (R) is willing to be
contacted by investigators, they shall be
listed within the Invol ved Persons portion of
the IR Oficers shall consider utilizing a
“Request for Confidentiality of Information,”
Form 03.02.00, to ensure confidentiality. |If
absol utely necessary, officers can enter
“Anonynmous” for person reporting. Any desire
by a person reporting to remai n anonynous does
not exenpt officers fromthe requirenent to
conplete an IR

* |f the potential target of the activity can
be identified, such as a governnent buil ding
or official being surveilled, that |ocation or
i ndi vidual shall be listed within the “Victinf
portion of the IR Oherwise the “City of Los
Angel es” shall be listed as the victim

* |f the information includes an invol ved
party(1P), officers shall identify or fully
describe IPs within the narrative (page 2) of
their report, along with any vehicle
descriptions or other pertinent information.
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* If the information is related to a regul ar
crimnal investigation (such as a bonb threat,
crimnal threats, trespassing, etc.), the
officers shall conplete the crimna
i nvestigation, nmake any appropriate arrests
and conplete any related reports. The
officers shall include any additiona
i nformati on that provides the nexus to
terrorismwthin the narrative of the crine or
arrest report.

* Should officers conme across information that
i ndi cates possible terrorismrelated activity
whil e investigating an unrelated crinme or
incident (e.g., such as officers conducting a
domestic violence investigation observe
possi bl e surveill ance phot ographs and a map of
t he regi on surroundi ng a governnent facility),
or should they conduct an inpound or found
property investigation which is suspicious in
nature, the officers shall make no nention of
this potential terrorismrelated material or
activity within the inpound, property, crine
or arrest report. Under these circunstances,
the officers shall conplete a separate SAR in
addition to the crinme or arrest report, and
shall note the crimnal investigation, inpound
or found property investigation as their
source of their activity.

* Oficers shall note on the left margin of any
arrest facesheet or IR that the report is to
be sent to CTCIB, Major Crines Division.

Note: The Investigative Report is currently

being revised to include “SAR and “Original

to CTCIB, Major Crines Division” boxes to be

checked when appropriate. The revised IR w ||
al so include additional entries for involved

parties and invol ved vehi cl es.

* Notify Major Crines Division (contact Real -
Time Analysis and Critical Response [ RACR]
Division for off hours notification) for
gui dance or if the report involves an arrest
or acrime with follow up potential .

* Notify the Watch Commander, Area of
occurrence.
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* Upon approval by the Watch Conmander, ensure
the Area Records Unit is nmade aware of the
report, inmediately assigns a DR nunber and
forwards the original report to MCD.

Note: Nothing in this Oder alters existing
policies regarding notifications to required
specialized units such as Bonb Squad,
Hazardous Materials Unit, Crimnal Conspiracy
Section or RACR Divi sion.

B. Hazardous Materials and Devices Section, Enmergency
Services Division — Responsibility. Personne
assigned to the Bonb Squad, Hazardous Material s/
Environmental Crines, or Airport K-9 Bonb Detection
Unit shall ensure that a SAR is conpleted on all
i ncidents on which they respond where a potentia
nexus to terrorismexists. Suspicious Activity
Reports conpl eted by personnel assigned to these
units shall be processed through a geographic Area
Records Unit as directed bel ow

C. Watch Commanders — Responsibilities. Upon
notification that officers have received information
regardi ng suspicious activity, the Watch Commander
shal I :

* Ensure the information supports the conpletion of
a SAR report and that no greater |aw enforcenent
response or notifications to MCD are currently
needed;

Revi ew the report for conpl eteness; and,

* Ensure the Area Records Unit immedi ately assigns
a DR Nunber and forwards the original report to
MCD.

D. Major Crinmes Division — Responsibility. Upon
receiving a tel ephonic notification of suspicious
activity, MCD personnel shall, when appropriate,
conduct imedi ate debriefs of arrestees, or provide
the appropriate guidance to patrol officers. Upon
receiving a SAR report forwarded to MCD, assigned
personnel shall follow established protocols
regardi ng the processing of such informtion.
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E. Records Personnel — Responsibilities. Upon receipt
of a SAR-related incident, crinme or arrest report,
records personnel shall

* Enter the information into the CCAD system
i ncludi ng any appropriate CITCl B-rel ated codes;
and,

* Send the original report to “CICl B/ Maj or Crines
D vision, Stop 1012” as soon as practicable, but
no later than 24 hours after the report is taken.
No copies of the report shall be naintai ned at
t he Area.

F. Area Detectives Personnel — Responsibilities. Upon
receipt of a SARrelated crinme or arrest report Area
detecti ves shall

* Ensure the report has been screened by MCD
personnel and referred back to the geographic
Area for investigation; and,

*  Conplete the investigation per normal policies
and gui del i nes.

Note: If the report is a SARrelated incident
only, or a crime or arrest report which arrives
at an Area Detective Division wthout having been
revi ewed by MCD personnel, Area detectives shal

i medi ately forward the report to MCD (no copi es
shall be retained at the Area).

G Counter-Terrorismand Crimnal Intelligence Bureau —
Responsibility. Counter-Terrorismand Crim na
Intelligence Bureau (CTCIB) is responsible for
provi di ng Departnment personnel wth training
pertaining to the proper handling of suspected
terrorismrelated activity and ensuring adherence to
t he gui del i nes established regardi ng devel opnent al
i nformati on and intelligence systens.
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AMENDMENTS:  This Order adds section 4/271.46 to the Depart nent
Manual .

AUDI T RESPONSI BI LI TY: The Commandi ng O ficer, Counter Terrorism
and Crimnal Intelligence Bureau, shall nonitor conpliance with
this directive in accordance wth Departnent Manual Section
0/080. 30 and shall ensure that all information is collected and
mai ntained in strict conpliance with existing federal, State and
Department guidelines regarding Crimnal Intelligence Systens
(28 CF.R, Part 23 and applicable California State CGuidelines).

W LLI AM J. BRATTON
Chi ef of Police

DI STRI BUTION “ D’



